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ITPC MANAGEMENT’S ASSERTION

Informatics & Telecommunications Public Company as
the National Root Certification Authority of Iraq
(“ITPC") has deployed a public key infrastructure.

As part of this deployment, it was necessary to create
a hierarchy consistent of self-signed Root CAs known
as ITPC Document Signing Root CA G1, ITPC CS Root
CA G1, ITPC SMIME Root CA G1, ITPC TLS Root CA
G1 and ITPC TSA Root CA G1 (collectively, “ITPC Root
CAs"). These CA's will serve as Root CAs for client
certificate services. In order to allow the CA’s to be
installed in a final production configuration, a Root Key
Generation Ceremony was conducted, the purpose of
which was to formally witness and document the
creation of the CA’s private signing key. This helps
assure the non-refutability of the integrity of the ITPC
Root CAs’ key pairs, and in particular, the private
signing keys.

ITPC management has securely generated key pairs,
each consisting of a public and private key, in support
of its CA operations. The key pairs were generated in
accordance with procedures described in IRAQ
National PKI ITPC National Root CA Certification
Policy and Certificate Practice Statement, and its Root
Key Generation Scripts, which are in accordance with
CA Key Generation Criterion 4.1 of the WebTrust
Principles and Criteria for Certification Authorities
v2.2.2.

ITPC management established and maintained
effective controls over the generation of these keys.
These controls were designed to provide reasonable
assurance of adherence to the above-mentioned
practices throughout the root key generation process.

ITPC management is responsible for establishing and
maintaining procedures over its CA root key
generations, and over the integrity and confidentiality
of all private keys and access keys (including physical
keys, tokens, and passwords) used in the
establishment of the ITPC Root CAs, and for the CA
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environment controls relevant to the generation and
protection of its CA keys.

ITPC management has assessed the procedures and
controls for the generation of the CA keys. Based on
that assessment, in management’s opinion, in
generation and protecting its CA keys for the ITPC
Root CA’s between 2024-06-02 and 2024-06-13 at

Baghdad, Iraq, with the following identifying
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information:

Root Name Subject Key ldentifier Certificate Serial Number

ITPC Document 50140A374CB812B34F6675BBAS7 151002928E9A8167BBCFD964

Signing Root CA Gl DOEO7BES01165 CFFDD9C5

ITPC CS Root CA G1 FAF3A9DCCS5D272FBA6BO00569EB 4446DA0F940BDA93758D706E
E7695625D6C0A A'TA982D7

ITPC SMIME Root CA AS50E9B28736E57E0490F85AD840 | 58C1BA96BB20CB9AES7D0077

Gl 8456A9562EDAF CE782B54

ITPC TLS Root CA G1 1628C298756848
8480CCS5EB2DDB

81BCDC88840C2| 6D1AB53A5089AF8739345C4C
911EA672

ITPC TSA Root CA Gl 80DD81FAFB1886
BBF390A5ECDF7

10FB7BEF69ADC | 6C2CBOBASB3FB2EBEF4B71AR
BCES5303B

ITPC has:

Followed the CA key generation and protection

requirements in its:

o IRAQ National PKI ITPC National Root CA
Certification Policy and Certificate Practice
Statement, version 1.1 as of 2024-05-28.

Included appropriate, detailed procedures and

controls in its Root Key Generation Scripts:

o lIraqg National PKI - Key Generation Scripts,
version 1.0 as of 2024-05-23,

o lIrag National PKI - Key Generation
Ceremonies Exceptions, version 1.0 as of
2024-07-11,

Maintained  effective controls to provide

reasonable assurance that the ITPC Root CAs were

generated and protected in conformity with the
procedures described in its CP/CPS and its Root

Key Generation Scripts.
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e Performed, during the root key generation process,
all procedures required by the Root Key Generation
Scripts.

e Generated the CA keys in a physically secured
environment as described in its CP/CPS.

e Generated the CA keys using personnel in trusted
roles under multiple person control and split
knowledge.

e Generated the CA keys within cryptographic
modules meeting the applicable technical and
business requirements as disclosed in its CP/CPS in
accordance with CA Key Generation Criterion 4.1
of the WebTrust Principles and Criteria for
Certification Authorities v2.2.2.
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